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Presented by: Patricia McLeod, Q.C., ICD.D
Corporate Director; Legal, Compliance and Governance Advisor



In Canada, data protection and cybersecurity are 

governed by complex legal and regulatory 

frameworks. Failure to understand and take active 

steps to reduce these risks (or the impacts of a 

breach) can have serious legal, financial and 

personal liability consequences for organizations 

and leaders

Why do we care about the security of 

information?
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There are numerous statutes that require organizations to protect the 
personal information that is within their control. In addition, there is an 
evolving body of case law developing in response to privacy and data 
protection breaches. We will discuss:

• Privacy

• Cybersecurity (OSFI and Canadian Securities 

regulations)

• Payment Card Industry (PCI) Compliance

AGENDA
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LEGAL DISCLAIMER

This presentation is to provide you with an oversight of key compliance risks and (1) 

is not provided in the course of and does not create or constitute an attorney-client 

relationship, (2) is not intended as a solicitation, (3) is not intended to convey or constitute 

legal advice, and (4) is not a substitute for obtaining legal advice from a qualified 

attorney. You should not act upon any such information without first seeking qualified 

professional counsel on your specific company and risks.

If these materials are copied or disseminated, this disclaimer will apply to all individuals who 

obtain and/or use this information.
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Privacy in Canada

“Privacy is not simply a precious and often 
irreplaceable human resource; respect for 

privacy is the acknowledgement of respect for 
human dignity and of the individuality of man.”
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What is the Purpose of Privacy Legislation?

• Privacy legislation protects an individual’s personal information from being 
collected, used or disclosed without that individual’s informed consent.

• Privacy legislation applies ONLY to information that is collected, used or 
stored for COMMERCIAL PURPOSES.

• At both federal and provincial levels, investigations can result in:
• Public notices (reputational risk!)

• Fines of up to $100,000

• At the provincial level, an adverse finding can be used as a cause of action by 
individuals and damages can be sought!

• Understanding your obligations and establishing an effective privacy policy 
and strong procedures around privacy can set up your organization to 
manage personal information effectively and significantly avoid risks!
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A Little History

• PIPEDA (effective January 1, 2001) is the federal legislation but the Federal 
Government can only regulate commercial matters within their jurisdiction

• Federal works and undertakings

• Interprovincial and international commerce

• Provincial governments had until January 1, 2004 to enact “substantially 
similar legislation”

• Failure to do so would result in PIPEDA “dropping down” to apply to 
provinces
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Personal Information Protection Act (provincial acts)

• Provincial legislation must be substantially similar to PIPEDA

• The provinces are substantially similar to each other
• Initial drafts of legislation were developed together

• Privacy Commissioners of British Columbia, Alberta and Canada coordinate monitoring and 
recommendations/advice to public and private sector

• Alberta has mandatory reporting of privacy breaches in certain 
circumstances

• Provincial legislation essentially applies to the collection, use and disclosure 
of personal information in the private sector within provincial boundaries
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Canada versus the World

The map shows the number of privacy 
rules by country – Canada is amongst 
the highest in the world!
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What is Personal
Information? 
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What is Personal Information?

Personal Information means information about an identifiable individual

What is not personal information?

• Business contact information

• Work product information

• Information that cannot identify an individual or be ascribed to an individual

The definition is very broad. Does not need to be written information, can be blood samples, phone 
calls, DNA, fingerprints, medical records, voice recordings, photographs

“Personal element” - ties into the overarching purpose of the legislation, which is to protect 
individual’s privacy 

“Sensitive personal information” some information is more sensitive, for example medical or financial 
information.  This information requires a greater level of protection and care.

• However, other information (like the books you read, your height, etc.) may not be 
particularly sensitive, but is still personal information and should still be protected.

It is important that you know how to identify personal information so that you can properly protect 
it.
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What is Exempt?

• PIPA and PIPEDA do not apply to information shared for purely personal 
purposes (ie, a co-worker emails you to ask about going out for lunch) and 
business contact information, or information collected for journalistic, 
literary or artistic purposes

• Government organizations are not covered by the privacy legislation as 
there is government specific (FOIP, FIPPA) legislation regarding the 
protection and disclosure of information 

• “business contact information” means
• Information found on your business card: name, business email and phone number and 

position title

• PIPEDA does not include an individual’s work email address as business information 

• PIPA-BC also includes an exemption for “work product information”
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Work Product Exemption

• Information generated in the course of an employee’s work is not the 
employee’s personal information

• BUT it can still be the personal information of a client

• This means that the work product must be protected and/or disclosed to 
individuals making access requests about their own information
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10 Principles of Information Practices

1. Accountability belongs to all of us;

2. Identify the purposes for which you are collecting the personal 

information;

3. Always obtain consent;

4. Limit collection to only that information which you reasonably 

require;

5. Limit use, disclosure, retention – use or disclose personal 

information only for the purpose which it was collected, and only 

keep it as long as necessary to satisfy these purposes;
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Continued…

6. Ensure accuracy when recording or disclosing personal information;

7. Safeguard personal information from unauthorized access, disclosure, 
copying or use;

8. Practice openness about our management of personal information by 
directing clients and employees to Western’s Privacy Statement;

9. Provide individuals with access to their information, and correct or 
amend it if necessary to ensure accuracy and completeness;

10. Provide recourse by developing simple and accessible complaint 
procedures, and taking appropriate measures to correct information 
handling practices and policies where necessary.
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Consent
• Consent is the cornerstone of handling personal information. Must 

obtain consent to collect or disclose personal information.  

• Consent is only valid if the person consenting understands the nature, 
purpose and consequences of the collection, use and disclosure of their 
information.

• Cannot use the information provided for purposes other than those 
which the client could have reasonably understood at the time of 
consent

• That means CANNOT use client information to cross-sell products, 
implement targeted advertising, etc. unless the individual understood 
that as part of their consent

• This is a common danger of “standard form consents” that are too 
broad or do not clearly specify what a customer could reasonably 
expect their information to be used for
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Obtaining Consent

• Before personal information is collected, identify why it is needed and how it 
will be used

• Inform the individual of:

• The purposes for which you are collecting their information

• What the information will be used for

• To whom it will be disclosed

• Prior to using it for any other purpose, obtain an updated consent
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What you share!

General Rule: Do not share personal information with anyone other 
than the individual whose information it is

Be extremely careful about what you share and with whom.

Under no circumstances should any employee share personal 
information about an individual with anyone who does not 
reasonably require this information in order to provide the requested 
product or service to the client
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Best Practices in Handling Personal Information

• Keep workspaces organized, with client/employee files secured in a locked cabinet or 
drawer when not in use

• Do not keep passwords in plain view and change regularly

• Double check email addresses or facsimile numbers AND open up attachments before 
hitting SEND

• Securely shred waste paper containing personal information

• Take steps to ensure that any personal information of customers that is in your 
possession is securely locked before leaving it unattended

• Use caution when accessing or viewing personal information in a public location

• Conduct client meetings in private offices or over the phone in secure locations or work 
locations

• Immediately report the loss or theft of any personal information to your corporate 
privacy officer (ie, missing files, theft or loss of a company laptop or cellular device)
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What is a Breach of Privacy?

• Unauthorized access to OR collection, use or disposal of personal 
information of any client, employee, contractor or person
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Examples of Breaches

• Example 1: Theft or loss of company laptop containing files with personal 
information of clients and/or employees

• Example 2: “casual surfing” of client information or database without 
performing an associated service, or sharing client information with another 
related agent of your business

• Example 3: typing in the wrong email address or fax number or attaching 
the wrong invoice to an email and sending client personal information to an 
unintended recipient

• Example 4: leaving personal information accessible (on desks, unlocked 
cabinets or unprotected computers) to personnel or other individuals who 
do not have a need to know that informaiton
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Responding to Privacy Breaches

• First, contain the breach!
• Stop the unauthorized practice, recover the records, revoke access or correct weakness in 

physical or electronic security

• Then, immediately contact your supervisor and your organization’s Privacy 
Officer

• Your Privacy Officer will assist in evaluating the risks associated with the 
breach, notify appropriate parties as required and assess how to prevent 
future breaches (very important to reduce risk associated with penalties or 
sanctions from a provincial or federal privacy commissioner)
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Cyber Security

“The ability to protect electronic information and communications 
systems (or the information stored on them) from damage, 

exploitation, or unauthorized access/modification”
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Threat Landscape

• What is at risk: personal information as well as “knowledge assets” –
information which is critical to the development, performance and 
marketing of a company’s core assets

• Threats come from a variety of angles:
• Insider threat (intentional and unintentional)

• Criminal syndicates

• Hacktivists

• Terrorists

• Foreign intelligence/militaries

• Economically motivated cyber espionage

• Risks include: damage to physical assets, business disruption, theft of 
financial or personal information, third party liability, reputation damage



25

Shift in the Importance of Governance

• There are legislative gaps in Canada and the US, however,

• Government and industry are shifting to recognize cyber security as a priority

• Growing expectation that threats be recognized all the way to a board of directors 
level

• US and Canadian public companies have begun voluntarily disclosing cyber 
security breaches

• Growing risk of common law liability and class action exposure

• In Canada, changing privacy regulations are forthcoming which shall require 
disclosure to Privacy Commission (federal) of ALL cyber security penetration 
(Digital Privacy Act Bill S-4)

• In US, SEC has taken the position that material cyber security breaches may require 
disclosure under existing reporting obligations 
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Canadian Cyber Security Disclosure Obligations

• CSA* Staff Notice 11-326 (September 2013)

• First guidance – cyber security breaches should be disclosed if material

• CSA Staff Notice 11-332 (September 2016)

• Breach disclosure must be detailed and entity specific (not boilerplate)

• Cyber attack response plans should include:

• Education of employees with respect to information and cyber security

• Metric to assess the materiality of a cyber attack

• Direction on when, how and what to disclose about a cyber attack

• CSA Staff Notice 51-347 (January 2017)

• Emphasized requirement for risk factor disclosure – not just breaches

• Actual incidents may require material change reports

• *  The  Canadian  Secur i t ies  Assoc ia t ion  regu la tes  and oversees  Canada ’ s  prov inc ia l  and te r r i tor ia l  secur i t ies  
regu la tors  who a im to  improve ,  coord inate  and harmonize  regu la t ion  of  the  Canadian  cap i ta l  markets .
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New Liabilities in Canada
• Common Law

• Jones v. Tsige, 2012 ONCA 32

• Recognized a new tort of Invasion of Privacy – “intrusion upon seclusion”

• The Ontario Court of Appeal awarded damages of $10k, suggests range of up to $20k per individual

• Class Actions
• Evans v. The Bank of Nova Scotia, 2014 ONSC 2135

• Class action proceeding certified – banking context

• Bank may be vicariously liable for employee’s tort of intrusion upon seclusion

• Hopkins v. Kay, 2015 ONCA 112

• Class action proceeding – healthcare context

• Claim in tort based on intrusion upon seclusion is allowed

• Director and Officer Liability
• Growing trend of litigation against directors and officers

• Shareholders have taken action against individual board members and senior management for failing to prevent cyber attacks:

• United States – TJ Maxx, Target, Wyndham Hotels & Home Depot

• There is a positive duty of care on directors and officers to exercise care, diligence and skill under corporate legislation to ensure cyber 

security policy, processes and systems are in place
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Best Practices - Mitigation in Advance 

• Board level engagement – have a director with cyber security experience on the 
board

• Multi-disciplinary approach, with input from a variety of experts (IT, legal, ERM)

• Develop cyber security incident response plan and business management plan
• Reduces costs of breaches

• Requires PR experts, legal and regulatory experts, outside counsel and privacy officer

• Address confidentiality and privilege issues

• Strengthen relationships with law enforcement

• Develop a notification and public disclosure process

• Invest in IT, Analytics and Intelligence
• Test policies, IT and physical security (security audits)

• Develop encryption policy and mandate authentication protocols

• Real time monitoring

• Evidence (data logs) critical for prevention and proof of compliance



29

Best Practices - Mitigation in Advance (cont’d)

• Emphasize training

• Rigorous standards for testing and drills

• Substantial investment in training and oversight is needed

• Periodic monitoring, training and assessment of preparedness for breach

• Accountability and “zero tolerance” – develop performance indicators

• Managing departures: returns, timely permissions and data loss systems

• Collaborate across industries, corporations and with government

• Information and cyber threat indicator sharing can be helpful!

• Regularly review your company’s existing insurance policies and consider 
Cyber-Coverage!
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TIP!!

Review your insurance application and/or work with your insurance brokers to 
discuss the types of activities and programs your insurance provider is asking 
about on an application for cybersecurity insurance.

This is one opportunity to assess your organization’s cybersecurity practices 
and programs!!
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Best Practices – Immediate Response to a 
Cyberattack

• Inform and seek guidance from senior management

• Immediately deploy resources in accordance with your incident 
response plan

• Experts, working in concert with your legal team, can sometimes contain a breach

• Maintain control over records and communications

• With the assistance of your legal counsel:
• Commence an internal investigation (with the direction of counsel)

• Consider regulatory reporting obligations (Privacy Commissioner and Securities 
Regulators)

• Provide notice to affected individuals if required
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Best Practices - Remediation

• Inform and seek guidance from senior management

• Conduct after incident report

• Revisit existing policies and procedures following an incident (lessons 
learned, updated practices, apply new knowledge)

• Consider ongoing reporting obligations

• Activate or develop remediation plan:
• Offer credit monitoring to individuals if personal financial information has been 

compromised

• Offer to compensate individuals if they were subject to identify theft
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Payment Card Industry (PCI) Compliance

“PCI compliance is adherence to a set of
specific security standards developed to 

protect credit card information during and after 
a financial transaction”
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Introduction to PCI

• PCI Data security standards are security requirements that apply to all companies 
that process, store, or transmit cardholder information.  

• The standards apply to any debit, credit or pre-paid cards branded with one of the 5 
major brands*

• PCI standards are administered by the PCI security standards council (PCI SSC)

• Non-compliance may result in fines and audits from the PCI SSC, litigation from 
individual cardholders and reputational damage 

• The standards are a minimum requirement and there are other pieces to the PCI 
puzzle including: federal and provincial privacy laws/regulations, consumer 
protection legislation, rules from banks, financial institutions, partnering credit and 
debit card companies and industry regulations from bodies such as the Financial 
Consumer Agency of Canada
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Main Requirements for PCI Compliance

Build and maintain a secure network
Install and maintain a firewall configuration to protect cardholder data

Do not use vendor-supplied defaults for system passwords and other security parameters

Protect cardholder data
Protect stored cardholder data

Encrypt transmission of cardholder data across open, public networks

Maintain a vulnerability management program
Use and regularly develop anti-virus software

Develop and maintain secure systems and applications
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Main Requirements for PCI Compliance (Cont’d)

• Implement strong access control measures
• Restrict access to cardholder data by business need-to-know

• Assign a unique ID to each person with computer access

• Restrict physical access to cardholder data

• Regularly monitor and test networks
• Track and monitor all access to network resources and cardholder data

• Regularly test security systems and processes

• Maintain an information security policy
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THANK YOU


